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EXECUTIVE SUMMARY

The JBoss Network™ is a major component of the JBoss Subscription; a set of services and tools that assist enterprises during
every stage of their application lifecycle — from design and development through testing and deployment to on-going management
and monitoring of their applications. The combination of enterprise-class Middleware software offered with no-cost open source
licenses, the highest rated technical support services in the industry, and JBoss Network operational tools have led JEMS (JBoss

Enterprise Middleware System) products to be the most widely deployed Middleware products in the industry today.
JBoss Subscriptions allow you to:

Reduce technical, bUSiﬂESS, and Iegal risks by relying on JBoss for certified software, patches and upgrades; accurate technical

knowledge; and advanced management tools for preventing service interruptions.

Save time and MONEY by relying on JBoss to help you avoid design and development mistakes, be alerted to potential issues
before they cause service interruptions, and more quickly repair production faults if they occur. Your staff can also save a
significant amount of time currently spent on the JBoss website by subscribing to patch and software upgrade and technical

content notifications.

Improve Operational Efﬁciency by increasing your visibility over your entire JEMS Middleware environment, more effectively
managing and rolling out patch and software upgrades, monitoring all key resources, and keeping an accurate audit trail over your

entire process.
The main components of a JBoss Subscription are:

Enterprise Support Services - consisting of expert technical support, developer-to-developer assistance, and bug and patch
support. All support cases are handled by Java experts — right from the very first call. 24x7 support with up to two hour response
times are available. The Developer Assist offering consists of expert advice that spans architecture, design, configuration,
optimization, and turning recommendations. It’s like adding a team of subject matter experts to your development organization.

The bug and patch support offers unparalleled turnaround times for bug-fixes and certified, binary patches.

JBoss Network Customer Portal - an online self-service portal that connects subscribers directly to the expert support staff at
JBoss. Consists of four primary modules: Knowledge Module for quickly accessing accurate technical knowledge across all
JBoss website data sources; Registration Module for registering your JEMS resources and subscribing to patch and knowledge
alerts; Download Module for obtaining the latest certified patches and upgrades; and Case Management Module for opening and

tracking support cases.

JBoss Network Enterprise Manager - platform for managing and monitoring enterprise JEMS deployments. At the time of

this writing, there are three primary modules: Inventory Module control for identifying and cataloging your Middleware assets;
Administration Module for performing functions such as start, stop, and re-start on single applications or across an enterprise
cluster; and an optional Monitoring Module for monitoring the entire JEMS platform including Apache Tomcat along with Apache

Web Server and leading operating systems. In addition, Software Update and Provisioning Modules will be released in early 2006.

This paper will cover the JBoss Network Customer Portal and JBoss Network Enterprise Manager components in detail. For more

information on the JBoss Subscription, please visit www.jboss.com/services/index.
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JBoss Network Customer Portal — Overview

The JBoss Network Customer Portal is a Web-accessible portal that connects enterprises with JBoss Subscriptions to the JBoss
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The Customer Portal connects you directly to the JBoss Customer Support
team, certified patches and upgrades, and accurate technical content.

Case Management Module

Support Team, Certified JBoss Patches and Upgrades, and
accurate technical knowledge useful for solving technical
issues. The Portal is generally divided into logical tabs

or modules. Each of the four main modules of the JBoss

Network Customer Portal offers unique functionality as

detailed over the next few pages.

The case management module allows subscribers to open, track, and close support cases. Although cases can be opened

through other mechanisms (i.e. via telephone); the Customer Portal is the most often used window into the JBoss support staff.

Support cases can span from architectural design questions to development suggestions to configuration and optimization

issues to bug fix requests in production. JBoss

Subscriptions are available with various service
level agreements ranging from two business
day response times up to 24x7 with two hour

response times.

When opening a support case with the case
management module, subscribers will be
presented with immediate potential solutions

via a unique metadata-based search capability
embedded within the application. Subscribers will
still be contacted directly by the JBoss support
team; the potential solution information is simply
additional, immediate data that can potentially

assist in resolving the issue in a timely manner.

The case management module also provides

useful historical information about current and
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closed support cases. This is especially useful for

auditing purposes.

The Case Management Module is used to open, edit, track, and close support

cases with the JBoss Customer Support team.
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Knowledge Module
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The knowledge module is an extremely popular component of the JBoss Network Customer Portal primarily because it saves

organizations significant amounts of time locating relevant technical knowledge across the expansive JBoss set of data sources.

This module provides you one-click search capabilities across a wide variety of data sources including:

Wiki knowledgebase

Forums

» Documentation

Javadocs

JIRA bug tracking system

» Source code

Subscriber’s existing and previous
support cases (coming in Q4 2005)

P

Premium content available only to

JBoss Subscribers

Premium content includes items such as
architectural guides, performance tuning
guides, migration tools and guides, and
other useful documents. Related, certified
solutions are made available to JBoss
Subscribers and made available via the
knowledge module. These solutions
provide technical recommendations for
overcoming common issues experienced
by other subscribers. Examples include
integration recommendations for third-
party software, frequently asked questions
about complex topics (i.e. clustering), and
other popular topics (i.e. debugging JNDI,

driver recommendations).
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The Knowledge Module provides one-click search access across all JBoss knowledge
sources and ensures accuracy of the data.

The knowledge module leverages a powerful meta-data system that ensures subscribers receive relevant and accurate information;

essentially filtering out data from un-trusted sources.
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Registration Module

The registration module allows you to register your Middleware assets for purposes of receiving future notifications about patches

or new or updated knowledge content specific to your environment.

— You can register all JEMS Middleware and
operating system resources including their
Registered Applications version numbers. Registration can occur
Exiqpem P . all the way from the server level down to a
MR Basalis dggnianen < particular instance level, depending upon
f::,:_:' i nn e : the granularity desired for notifications.
Mn St Appluabon berver  AC.1IBF1 . Many subscribers also find benefit
l:”_“m s e hm,:ﬁ ‘ simply from the fact that they can access
configuration and version information
S5t o e o Ll about their often complex Middleware

The Registration Module is where you register your JEMS resources and versions and infrastructures.
subscribe to relevant software and content notifications.
As importantly, the registration module
allows you to subscribe to patch and
update notifications as well as knowledge content updates. All notifications are relevant to your environment. This capability is
another tremendous time saver; eliminating the need for your staff to continually scan various JBoss website sections or closely

track developer mailing lists.

Download Module

At present, the download module is a repository for the latest patches and upgrades. Longer-term, the download module will be

the home for all certified, production-ready versions of each and every JEMS product.

JBoss Subscribers have access to the latest patches and upgrades in binary form. Non-subscribers must manually search for

code patches via the Sourceforge.net

CVS repository and must compile on their

own for immediate access to the patch.

An additional issue for non-subscribers is
Software Downloads

that they are generally not alerted to the

availability of new patches. Notifications _—

of new relevant downloads can also be Hern ad 400 Teandactan Tires fis 4]

. . . . E 1 £ ) i Carha back) JhaE 488 and 3. Lw
provided as discussed in the previous ek et e " &
Bz A4 L4 Sanrion Bsan garnivation caures desdiock E

section. The download module will

also be able to provide an audit trail of
downloads (coming Q4 2005).

The Download Module is where you will find the latest certified patches and software
upgrades.
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JBOSS NETWORK ENTERPRISE MANAGER - OVERVIEW

The JBoss Network Enterprise Manager is an advanced management platform for inventory, administration, monitoring, and
(coming in early 2006) updating, and provisioning JEMS. Each module is accessible through a separate tab within the Enterprise

Management console.

The JBoss Network Enterprise Manager is an agent-based platform that is deployed locally. The five above-mentioned modules
are each full-featured management products all of which are integrated together into a single console. Core Enterprise Manager
services including fine-grained user access control, auditing, scheduling, and alerting span all modules. There is also a tight

integration between the JBoss Network Enterprise Manager and JBoss Network Customer Portal described in the previous section.
The 5 core modules of the JBoss Network Enterprise Manager are:
Inventory Module

The inventory module allows you to catalog IT assets spanning platforms (Linux, HP/UX, Solaris, Windows, AlX), servers (Apache
Web Server, Apache Tomcat, JBoss AS), and services (EJB, Message Driven Beans, data sources). Assets can be added manually

or auto-discovered providing enhanced visibility over your critical business applications including their versions and dependencies.
Administration Module

The Administration Module provides a single location for performing key control functions such as start, stop, and re-start
across the entire JEMS platform. Administration functions can be applied to a single application or across an enterprise cluster.
Operations can also be scheduled for later dates on-demand or on a recurring basis. This module also allows you to roll-back to

previous versions if necessary.
Monitoring Module

The Monitoring Module is an optional component of the JBoss Network Enterprise Manager. Once purchased, all monitoring

capabilities are fully integrated and accessible from the JBoss Network Enterprise Manager console.

Extensive monitoring capabilities are provided for the JEMS platform along with supporting components such as operating
systems (Windows, Linux, and UNIX), Apache Tomcat, Apache Web Server, and your own JEMS-based applications. The
Monitoring Module is continuously building and updating a model of behavior of every measurement being collected. This
allows you to define alerts relevant to the actual behavior of your infrastructure. Baselines are also utilized to identify out of band
problems. This allows you to quickly identify resources within your infrastructure that require attention as well as get a historical

view of what was happening at the time of the fault.

You can create conditional alerts and define actions that should be initiated once an alert is raised. Graphing and charting

including trend analysis along with a complete audit trail of alerts are also provided.
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Update Module (Beta Q4 2005, Release Q1 2006)

Because updates and upgrades are always a difficult challenge to manage for enterprise software deployments, JBoss is building
out a Patch and Software distribution management system that will be available through the JBoss Network Enterprise Manager.

In many respects, this module will be similar to a Windows Update service for JEMS software.

Updates can be reviewed, rejected, or applied. They can be applied to individual environments in a controlled fashion allowing you
to move applications from development to QA and test to production. Software updates are a schedulable task and can be done in

a rolling fashion or all at once.
Provisioning Module (Q1 2006)

The Provisioning Module will help you to configure new environments and recreate existing environments quickly. The latter is
especially useful for cases when you need to mirror your production environment in QA, a common requirement for many IT shops.
This requirement is usually a challenge as is keeping environments synchronized. The Provisioning Module will provide you the
ability to create and replicate environments. It will also allow you to easily compare and synchronize environments and provide you

the ability to roll-back to previous states. An audit trail will also be provided, along with integrations into popular ticketing systems.

THE JBOSS NETWORK™ - IMPROVING OPERATIONAL EFFICIENCY - 6
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JBOSS NETWORK ENTERPRISE MANAGER - ARCHITECTURE

Architecture Overview

The JBoss Network Enterprise Manager is a distributed J2EE application that runs within the JBoss Application Server on a
number of different operating systems including Linux, Windows, Solaris, HP/UX, and AIX. It is based on a server-agent plug-in
architecture that delivers a wide range of management functions organized into logical areas or Modules. Current modules include

Inventory, Administration, Monitoring, and Updates. A provisioning module will also be released later in 2005.

Agents reside on each system that is managed. Standard agents are supplied for primary JEMS infrastructure components
including JBoss AS, Hibernate, and Apache Tomcat along with Apache Web Server and various operating systems. An open plug-
in developer’s kit is also provided allowing you to implement additional server types. Agents can run standalone, embedded, or

remote thus supporting a wide range of scenarios.
The JBoss Network Enterprise Manager provides an integrated view of all modules from a single user interface. Common services

including fine-grained control of user access and permissions, auditing, scheduling, and alerting are also provided across all

modules.

Server Architecture

The JBoss Network Enterprise Manager is a composite of Web and J2EE applications that run within JBoss Application Server.

The agent-based implementation allows

for a compact memory and CPU utilization s ~

footprint. W

The server side is broken down into logical

) ) ) CONSOLE
Modules; each of which will be explained
. . . . Customer
in more detail later in this document. Portal

User Interfaces - user interactions occur
through two primary interfaces: the

COMMAND LINE
JBoss Network Enterprise Manager

User Interface (Ul) and a command line

NETWORK
MANAGEMENT
SYSTEM

interface. There is also a tight integration

with the JBoss Network Customer Portal MANAGEMENT SERVER
INTEGRATION

(described earlier) for support and patch
information. The server uses a secure

socket protocol to communicate with the T Ry

ANALYSIS

JBoss Network Customer Portal and all TOOLS

agents.

SCHEDULING REPOSITORY

REPORTING

Re OSito . X The JBoss Network Enterprise Manager server is command central for managing your
p ry - the repository is a key JEMS environment; receiving raw management data from Agents and updates from the
component of the JBoss Network Customer Portal.

Enterprise Manager. It stores up to two
years of monitoring data — along with all other related data including audit trails — without any performance or scalability penalties.
The built-in database provides a simple, administration-free repository that stores all data in a relational schema. Postgres ships as

the default database for the repository although other databases can be used including Oracle.
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Events and AIerting - the JBoss Network Enterprise Manager event bus serves as the central messaging bus for all monitoring,
inventory, and control events. The event bus manages the triggers and actions that the JBoss Network Enterprise Manager uses to

implement alerts (see Monitoring Module section for more details).
Auditing - audit trails are available across the complete set of Modules.

ngh Availability - high availability is achieved by clustering the JBoss Network Enterprise Manager. A high availability subsystem
manages distributed object caches and ensures data consistency across the cluster using a lightweight broadcast messaging

framework among all members of the cluster. Note: high availability requires an Oracle database (8 or 9i).

Security | Access Control - the JBoss Network Enterprise Manager authenticates user logins via an LDAP repository, Microsoft
Active Directory, any SQL data store, or its own data repository and enforces the JBoss Network Enterprise Manager’s role-based
system security policies. Roles give fine-grained access control. For example, a developer role might only be able to view EJBs
on a particular JBoss instance; an architect might be able to view and alert in certain groups but not others; and an administrator
might be allowed to perform control actions such as start/stop/re-start of applications. In addition, the Monitoring Module can
also continuously scan JBoss Configuration files looking for changes in files, file sizes, or permissions; further securing your JEMS

environment.

Server APl - spanning across all
Modules, the JBoss Network Enterprise
Manager APl aggregates all module and
subsystem-specific functionality under

one umbrella. This provides a simple

programmatic interface for all JBoss TOMCAT

Network Enterprise Manager features.

Even the user interface and shell are built

on top of this API. JBoss
Network
. Enterprise
Agent Architecture Manager

JBoss Network Enterprise Manager W
)
agents are primarily implemented in Java )

and run on Linux, Windows, Solaris, HP/
\WEB SERVERS

UX, and AIX. The agent core consists of a

lightweight kernel that contains a listener

and command processor. The listener
Agents and their plug-ins capture data from managed resources and send it to the JBoss

implements a command protocol over .
Network Enterprise Manager server.

SSL and is responsible for marshalling
messages on and off. The command processor loads plug-ins and their interfaces onto each JEMS resource and also delegates

incoming requests to the appropriate Module.

PIug-Ins — each agent has a set of plug-ins for inventory (auto-discover), administration, and monitoring. Additional plug-ins
will be added for updating and provisioning in the coming months. Each plug-in has an interface that allows it to complete its
desired work - for example gathering a JMX metric or re-starting a service. All plug-ins interact with the products they support
via standards-based interfaces such as JMX, SNMP, and JDBC. All communications take place entirely on the local machine;

eliminating the need to share sensitive data over the network.
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In addition to the standard JEMS plug-ins, JBoss also provides a plug-in developer’s kit that allows you to develop your own

custom extensions.

Fault Tolerance - even if the JBoss Network Enterprise Manager is temporarily unavailable, all agents will continue to operate
normally. Captured data (i.e. monitoring metrics) will be spooled to disk. Once the JBoss Network Enterprise Manager is visible
again via the network; the agent will transmit the spooled data. Additionally, the configuration data for each agent (i.e. metrics

collected, control schedule) is stored centrally at the JBoss Network Enterprise Manager.

Distributed Management - the JBoss Network Enterprise Manager provides a deployer tool that greatly simplifies the process
of installing agents. The deployer tool allows you to deploy agents to hundreds of machines easily; allowing you to direct large
deployments from the JBoss Network Enterprise Manager console. The deployer is implemented using a platform-independent
implementation of the SSH protocol thus ensuring that all JBoss Network Enterprise Manager network traffic is secure.

- ~

CASE MANAGEMENT KNOWLEDGE TOOLS

-

)

=

PROFILE

SUPPORT

~
PATCHES/UPDATES A

= R{R ]

AUDITING ALERTS CONSOLE

)

— '

COMMAND LINE

NETWORK
MANAGEMENT
SYSTEM

FILE SERVER

( e )
ANALYSIS

I I {
WEB SERVERS ﬂw CUSTOM @
Y
< TOOLS

SCHEDULING REPOSITORY REFORTING

MANAGEMENT SERVER
INTEGRATION

3rd PARTY

The JBoss Network is a fully integrated management and support platform for improving operational efficiency of your JEMS environment.

The following pages will describe in more detail the five primary Modules within the JBoss Network Enterprise Manager.
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INVENTORY MODULE

The Inventory Module provides you a constant and current representation of your entire JEMS infrastructure, JEMS-based
applications, and key dependencies. This module allows you to logically manage the topology of your JEMS Middleware assets;

thus providing you enhanced visibility over your critical business applications including their versions and dependencies.

The physical topology includes platforms
(Linux, Windows, Solaris, HP/UX, AIX),

servers (Apache, Tomcat, JBoss AS), and

C e r— m——— ey

. e ———

-3 Srress e S services (EJB, MDB, data sources). The
__._1 logical topology allows you to create auto-
tarida w oy A . .
T —— groups, mixed and like groups, clusters,

Ssrwres By Topas Moas & § 56 [t (F)
SN e——— T

and applications — each of which can be
Sy vy

— o ——— comprised of a set of platforms, servers,

S T | o s i s 2 4. e —

r Eﬁ 1] e o s et B 202 Rl s . and services. The logical topology is an
ST T 01 . important concept as it allows you to apply
] [ S s s B 8 .48 RO ] ] )
==, .;_“'“;:-"- P T e e <= a single operation across your environment
] U conmacten s

] S s i s AR D ey g e or collect statistics and view them as

e | W i W 8 e e Bl 841 it g L
At
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an aggregate. It allows you to manage
2] [ Tt s i o e 8 T s e

complete business applications instead of

MU

!I:'l-l-llﬁ::—n—ll--l:_-ld-ura S A om s
el (] ey, 7" S S e ' individual components that make up that
by L g application.

The Inventory Module allows you to easily auto-discover resources and provides a current

and accurate view into your entire JEMS environment. Assets can be added manually or, more

popularly, added via a powerful auto-
discovery mechanism. The auto-discovery system within the JBoss Network Enterprise Manager processes incoming auto-
discovery reports from various JBoss Network agents. It also manages the approval process for merging auto-discovery data into

the master JBoss Network Enterprise Manager inventory and maintains the auto-discovery scan schedule.
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Once JEMS Middleware assets are discovered and stored in the repository, they can then be managed. A key aspect of the JBoss

11

Network Enterprise Manager is the Administration Module. The Administration Module provides a single location for performing

key control functions such as start, stop, and re-start across the entire JEMS platform.

The administration module supports ars
. . . LE Ir oww L

low level access to all configuration files | s - Kl i

. . L
— either from a single resource or across a S+ ey W

) -— e B el e Sl

group of resources. This allows common o —_—— e T mana ]
administration functions to be applied to - 1]

) — ) ki
a single application or across an entire gy f

. . | ok e A - e
enterprise cluster. All low level access is s b [T 3
provided via common standards such as T s e
e T
< — =

Webdav and JMX. — S R ———

JBoss Network Enterprise Manager

provides you the flexibility to selectively
The Administration Module allows you to perform control actions such as start, stop, and

manage individual configuration files within ) o )
re-start on a smgle appllcatlon or across an enterprise cluster.

your JEMS environment. In this scenario,
the JBoss Network Enterprise Manager will identify marked configuration files and begin to version it and help to manage its

changes and deployments on an on-going basis.

Operations such as start, stop, and re-start can be initiated on-demand or scheduled - either for a particular time in the future on
a recurring basis. The Administration Module provides the flexibility for the operations to occur in parallel or serially (rolling) for
logical groups of components. There is an audit trail for all administration functions handled by the console including the control
function, current status, start time, duration, initiator, and any error messages that resulted. In the future, you will also have the

ability to roll-back to previous versions.

Operations can also be triggered by alerts. This scenario will be discussed in the Monitoring Module section.

THE JBOSS NETWORK™ - IMPROVING OPERATIONAL EFFICIENCY
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MONITORING MODULE

The Monitoring Module is an optional component of the JBoss Network Enterprise Manager. It provides you an integrated view
into the health of your JEMS infrastructure, JEMS-based applications, and other key IT dependencies including Apache Web
Server and major operating systems. It also allows you to define alerts based upon pre-defined thresholds and, if so desired,
automate control actions to correct faults. Graphing and charting including trend analysis along with a complete audit trail of alerts

are also provided.

The Monitoring Module is continuously building and updating a model of behavior of every measurement collected by the Agents.
Key pre-selected statistics are provided for each resource. These statistics are configurable and extendable. All data is stored

in the repository. In addition to the core JEMS

resources, the Monitoring Module can also

W § nilerprine Yl wsgerreeni]
monitor file systems and directories. Among - u
other things, this allows you to monitor JBoss

i

Configuration files looking for changes to files, # = e - e - P—
file sizes, or permissions; ensuring a more - e

secure JEMS environment. P

The Monitoring Module GUI allows you to
compare metrics from different resources across
a common timeline. Metric charts provide a
graphical representation of the metric data

collected for each resource. Metrics can be

charted using peak, low, average, and high

value data. Additionally, charts can be used to

demonstrate trends over time, which is useful

for capacity planning, cost analysis, and other

operational decisions. e e g

Metrics are continually compared to baseline

data allowing you to identify out of band The Monitoring Module is a robust and extensible tool for monitoring your entire JEMS

problems. This allows you to quickly environment and related dependencies including operating systems, Apache Web Server,
. . . . and Apache Tomcat.

identify resources within your infrastructure

that require attention as well as get a historical view of what was happening at the time of the fault. The Monitoring Module is
responsible for firing events for inbound measurement reports, which are used by the alert engine to determine if previously defined

alert criteria have been met.

The alerting engine allows you to create a wide range of conditional alert notifications. Alerts are currently delivered via SMTP /
e-mail to defined users, groups, or to any generic e-mail address. Alerts via SNMP trap notification are expected to be released
during Q4 2005. This will allow alerts from the JBoss Network Enterprise Manager to be shared with SNMP-compatible Network
Management Systems such as BMC Patrol, CA Unicenter, HP OpenView, and IBM Tivoli.

Additionally, the Monitoring Module can kick off control actions based upon alerts. This is an advantage to having a fully integrated
management platform. Alerts can both respond to control actions performed as well as perform control actions in response to
alert conditions. Alerts can also be triggered on compound conditions and also set up to be dampened (or filtered) on a timed
or number of occurrences basis. All alerts and corrective actions are logged and tracked within the JBoss Network Enterprise

Manager repository; maintaining a comprehensive audit trail of alerts.
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UPDATE MODULE

The Update Module proactively notifies subscribers of new patches and software upgrades that are relevant to their specific
environments. In many ways, the Update Module is similar to the Windows Update service applied to JEMS software. It allows
you to deal with updates in a much more organized, efficient, and timely manner. Similar to syndicated update alerts from the
JBoss Network Customer Portal, this Update Module eliminates the need for your organization to follow community threads,

vendor portals, and the overwhelming influx of e-mail in order to learn about the latest updates.

Updates can be reviewed, rejected, or applied. They can be applied to individual components, instances, or clusters. They can
also be applied to individual environments in a controlled fashion. This enables you to move first to QA, integration and test, and

ultimately into production.

Software updates are a schedulable task within the Update Module. Updates can be applied in a rolling fashion or all at once. You
can also roll-back to previous versions easily. Alerts can also be generated. For example, if an update to a particular component

fails, you can be alerted.

The Update Module provides you version control over your JEMS environment and offers tremendous visibility over all

components. It also provides an audit trail of every update to each component within your JEMS infrastructure.

The Update Module will be released as a beta in Q4 2005. Additional capabilities will be delivered in early 2006.

PROVISIONING MODULE

Planned for Q1 2006, the Provisioning Module will help you to configure new environments, compare and synchronize
environments, and recreate existing environments quickly. The latter is especially useful for cases when you need to mirror your
production environment in QA, a common requirement for many IT shops. This requirement is usually a challenge as is keeping

environments synchronized.

In addition, the Provisioning Module will enable you to define workflow rules and processes for provisioning. You will be able to
1) configure new environments, 2) compare and synchronize environments, 3) recreate existing environments, and 4) roll back
to previous states. A full audit trail will be maintained for each action. In addition, integrations to popular ticketing systems are

planned.

More information on the Provisioning Module will be made available during the second half of 2005.
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SUMMARY

The JBoss Network™ is a key component of the JBoss Subscription; a set of services and tools that assist you during every
stage of your application lifecycle — from design and development through testing and deployment to on-going management and

monitoring of their Middleware applications.

The JBoss Network Customer Portal acts as an online, self-service window into the JBoss support organization where you can
more quickly obtain technical knowledge and download patches and updates. The JBoss Network Management Server is a
comprehensive management and monitoring platform designed to dramatically improve the operational efficiency of your JEMS
enterprise deployments. Together, the JBoss Network tools should dramatically simplify the amount of time and effort needed to

manage your JEMS Middleware infrastructure and remove many of the associated business and technical risks.

Choose JBoss Network When You Need:

» Advanced integrated VIEW into the operations of your infrastructure.
» Quicker resolution to technical issues by relying upon the Knowledge Module within the Customer Portal or by opening up a case
with the industry’s highest rated support team.

Know what is installed where. Inventory Module includes an auto-discovery mechanism which can peer into file system, process
table and registries.

Configure Iarge environments. From a single Administration Module console, you can apply administration operations to enterprise

clusters.

Visibility into the health of your applications. Monitoring Module provides the visibility, collection, alerts, reporting and analysis of
your enterprise environment.

Keep current with software updates. Update Module lets you know when there are updates available and provides the flexibility to

manage the application of these updates.

Add capacity on demand. Provisioning Module provisions new instances of server types such as Apache, Tomcat and JBoss AS.
Customized managed environment. Built on an extendable architecture, JBoss Network Enterprise Manager is designed to make

the addition of new monitored components simple.
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Appendix | - JIBoss Network Customer Portal Features

Case Management Module Features Registration Module Features

Knowledge Module Features Download Module Features
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Appendix Il - JIBoss Network Enterprise Manager Features

Management Console Features Inventory Module Features Administration Module Features

Monitoring Module Features Software Update Features Provisioning Features
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Appendix Il - JBoss Network Enterprise Manager — System Requirements

Small Deployment Medium to Large Deployment
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Appendix IV - Monitoring Module Detailed Feature List

Supported Systems Alerting

Metric Types Baselines

Metric Portal View Metric Charting

Problem Resources Miscellaneous
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Appendix V - JBoss Application Server Metrics

General Server Matrix JCA Connection Pool Metrics

Stateful Session EJB Metrics

Entity EJB Metrics JMS Destination Metrics
Message Driven EJB Metrics
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Appendix VI - Tomcat Monitoring Metrics

Reliability Metrics Resource Utilization Metrics

General Server Metrics

Tomcat 4.1 and 5.0 Connector Metrics Tomcat 4.0 Webapp Metrics

Tomcat 4.1, 5.0 and 5.5 Webapp Metrics Tomcat 4.0, 4.1, 5.0 and 5.5 Servlet Metrics
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